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Abstract 
Purpose of research is rethinking the basic legal concepts in view of two key terms of modern science: 
energy and information, and role of the psyche in their exchange.  
Methodology/approach constitutes five principles: any object exists as a structured consistent flow of 
energy and information and is in the permanent inner and outer exchange; energy transforms permanently 
into information and vice versa; exchanged processes creates clusters named levels of virtualization; the 
psyche is an independent physical force that creatively forms and regulates information-energy exchange, 
moving between levels of virtualization and driving meanings.  
Results apply the mentioned principles for revision of legal ecosystem, namely principles of regulation, 
especially freedom of interpretation as the tool for dividing the energy-informational flow into fragments 
shaped by the meaning nucleus (ethics, science and religion are sources of such meanings). These frag-
ments constitute a transforming circle of subjects and objects of law relations (subjectivity of artificial 
intelligence; uber-phenomena and cryptocurrency as objects). The efficient and ethics regulative environ-
ment, tools and sources are based on collective consciousness, crowdsourcing, customs development.  
Discussion section/research limitations are caused by format of conceptual paper: many applied aspects 
were voluntarily ignored. 
Practical/social implication is in inspiring to rethinking of the basic legal constructs for the ethics legal 
(including Web) regulation development. 
Originality/value is in a synthetic approach on intercrossing of jurisprudence, psychology and informa-
tional technologies that let organize energy-informational exchange flow in efficient way. 
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Introduction	
 
The modern science from physics, starting 
from Einstein’s E=mc2 and Wheeler’s ap-
proach (Wheeler, 1989), to economics (Hi-
dalgo, 2016) operates with two key categories 
of energy and information to explain the na-
ture at least during century. Periodically the 
accent moves from energy to information and 
vice versa. However, jurisprudence and partly 
psychology avoid these fundamental catego-
ries despite of their potential for the wide 
range of phenomena understanding and effi-
cient management. Nevertheless, the digital 
world development and the virtualization of 
humanity inspire looking for new approaches.  
Purpose of the study is describing a general 
energy-informational exchange approach and 
the role of the psyche in these processes as the 
clue for deeper understanding of unpredicta-
ble phenomena arising in the digital sphere 
and parallel changes in individual and collec-
tive consciousness for their effective and eth-
ics legal and wider social regulation and self-
regulation. 
 
Design/methodology/approach.	
 
Any phenomenon has five features: 
1) Any object exists as the structured and con-
sistent flow of energy and information in the 
certain point of space-time and is not obliga-
tory related with the tangible property.  
It explains the increasing replacement of 
property with service agreements, develop-
ment of uber-phenomena in different areas 
and forming of experience, knowledge and in-
formational economy (Kelly, 2017). Moreo-
ver, it stimulates to rethink whether infor-
mation and energy are property (including the 
total legal doctrine of subjects and objects of 
rights) and to solve arising issues more effi-
ciently. Thus, a person saves his/her legal 
identity despite of total his/her cells replace-
ment each 7 years. The same, a legal entity 
saves its formal identity even if all founders 
and employees are changed. 
 

2) Any object is in a permanent energy-infor-
mation exchange with the environment. Each 
object, including any subject of legal regula-
tion, is a piece of energy-information flow 
only. Its borders in space, time and way of be-
havior (or usage) are relativistic and depend 
on the current social circumstances. These ex-
isting in individual and collective conscious-
ness artificial borders make the definitive im-
pact on the legal qualification. For instance, 
free viewing a movie (the object of IP rights) 
on the YouTube may create other conse-
quences than the same movie pirate down-
loading for individual watching. Grant Ham-
mond (1982) made the great analysis of this 
aspect almost 30 years ago. 
 
3) Energy transforms permanently into infor-
mation and vice versa.  
Frightening by the Heat Death of the Uni-
verse, the second law of thermodynamics con-
centrates on transformation of energy into in-
formation (called entropy in absence of un-
derstanding capacity for the new ordering 
level) and ignores the inverse process. How-
ever, as G. Nicolis and I. Prigogine (1977) de-
scribed and B. Allen, B. C. Stacey, Y. Bar-
Yam (2014) recently proved any disordered 
systems exceeding some scale might not stand 
against the ordering system of the bigger 
scale.  
It means that part of energy accumulates on 
this new level of complexity as information.  
As photosynthesis converts energy (sunlight) 
into information (a structure of ATP and 
ANDPH molecules) using by the cell as the 
energy storage in a biological system, in the 
economic system energy of physical work is 
converting into information of the next level 
of virtualization in form of currency for fur-
ther transformation into different types of en-
ergy and information. It works for any eco-
nomic exchange even before epoch of crypto-
currency mining when pure energy-infor-
mation conversion becomes the most obvious.  
 
4) Energy-information exchange (or circula-
tion) processes are structuring into cluster, 
which have varying degree of stability and 
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adaptability in different scales in space (mi-
cro, macro, etc.), time and complexity. The 
sustainable energy-information exchange 
processes cluster may be called a level of vir-
tualization.  
As the physical, chemical and biological laws 
describe the different levels of virtualization, 
the same jurisprudence, ethics, economics, 
geopolitics, etc. create the relatively closed 
systems of different levels of virtualization.  
For the efficient Web regulation, we should 
take into account the nature of maximum 
quantity of the mentioned levels, constituting 
the corresponding phenomenon, and their in-
teraction. Partly it is realized by layers Inter-
net theory (Harvey, 2017, p. 110; Yee, 2014).  
 
5) The key roles in forming, sustainability and 
development of any level of virtualization 
plays knowledge (particularly understanding) 
that is the special case of data and energy pro-
cessed by the carrier of the psyche. 
Citing Max Planck, “I regard consciousness 
as fundamental. I regard matter as derivative 
from consciousness. We cannot get behind 
consciousness. Everything that we talk about, 
everything that we regard as existing, postu-
lates consciousness.” (Planck, 1931). 
The psyche is an independent physical force 
that creatively forms and regulates the infor-
mation-energy exchange in its movement be-
tween different levels of virtualization driven 
by meanings.  
It is the psyche, which converts in steps data 
into information, information into knowledge, 
knowledge into understanding and meaning, 
which define behavior transforming environ-
ment and the carrier of psyche.  
In short the mentioned categories means fol-
lowing. 
Data is defined as “a fact given or granted” 
from 1640s, “numerical facts collected for fu-
ture reference” from 1897, “transmittable and 
storable information by which computer oper-
ations are performed” from 1946 (Online Et-
ymology Dictionary, 2019) and “factual in-
formation (such as measurements or statis-
tics) used as a basis for reasoning, discussion, 
or calculation; information in digital form that 
can be transmitted or processed; information 

output by a sensing device or organ that in-
cludes both useful and irrelevant or redun-
dant information and must be processed to be 
meaningful” (Merriam-Webster Dictionary, 
2019). 
Thus, data is the aggregate of elements’ val-
ues of the previous level of virtualization 
(where these values are very tangible) and 
needs an active agent to extract information 
and to move into the next level of virtualiza-
tion (for which data becomes the intangible 
being at the same time). 
Meaning of “information” evolved from Latin 
informare “to train, instruct, educate; shape, 
give form to”, informationem “outline, con-
cept, idea” to “act of informing, communica-
tion of news” in XIV century (Online Etymol-
ogy Dictionary, 2019). Today information 
means “the communication or reception of 
knowledge or intelligence” and specifically “a 
numerical quantity that measures the uncer-
tainty in the outcome of an experiment to be 
performed” (Merriam-Webster Dictionary, 
2019), that is rooted in Shannon’s definition 
of information (Shannon, 1948). Based on 
this, information is connecting element be-
tween different levels of virtualization that re-
flects the unexpected (uncertain or probabilis-
tic) aspects of certain level of virtualization 
from perspective of an agent acting on another 
level. Semantically “in-form-ation” means 
the first appearance of the constrained and 
well-structured shape on the next level of vir-
tualization. This stage needs a subject to not 
only create this shape outside, but also con-
struct it inside in form of knowledge as the 
very first step toward the future creation. 
Knowledge derives from Old English cnawan 
"perceive a thing to be identical with another," 
also "be able to distinguish" generally; "per-
ceive or understand as a fact or truth" (op-
posed to believe); "know how (to do some-
thing)" and perhaps from Scandinavian -
lock "action, process" (Online Etymology 
Dictionary, 2019).  
The Cambridge Dictionary defines 
knowledge as “awareness, understanding, 
or information that has been obtained by ex-



IJPE	2019,	vol.	XI	(2)																																																																																																																ISSN	2035-4630	
	

	 P a g . 	|		 44	

perience or study, and that is either in a per-
son’s mind or possessed by people generally” 
(Cambridge Dictionary, 2019). 
Even the collective consciousness named 
Wikipedia defines “knowledge”  as “a famili-
arity, awareness, or understanding of some-
one or something, such as facts, information, 
descriptions, or skills, which is acquired 
through experience or education by perceiv-
ing, discovering, or learning” and emphasizes 
that “data represents values attributed to pa-
rameters, and knowledge signifies under-
standing of real things or abstract concepts. 
As it regards data, the information's existence 
is not necessarily coupled to an observer (it 
exists beyond an event horizon, for example), 
while in the case of knowledge, the infor-
mation requires a cognitive observe” (Wik-
ipedia, 2019).  
Thus, knowledge assumes the key role of an 
active subject, who has some degree of free-
dom to extract an information from data and 
further to interpret (including to extract, re-
ject, squeeze and systematize) this infor-
mation to receive knowledge and participate 
in the next level of virtualization creating by 
means of understanding and subsequent act-
ing. 
At last, understanding is inter alia defined as 
“to grasp the meaning of”, “to accept as a fact 
or truth or regard as plausible without utter 
certainty”, “to interpret in one of a number of 
possible ways”, “to supply in thought as 
though expressed” (Merriam-Webster Dic-
tionary, 2019). As Seth Lloyd mentioned, 
“meaning is one of the most important fea-
tures of information” (Lloyd, 2014, p. 40). 
On this stage, the subject gets the maximum 
freedom of interpretation as transformation 
process “data – information – knowledge” 
significantly decreases the strong dependence 
on data (the certain values of the nature of the 
very first level of virtualization) and provides 
the wide range of opportunity (or probabili-
ties) to construct the structures of the next lev-
els of virtualization. Thus, entropy increases.  
As Norbert Wiener (1985, p. 56) mentioned 
entropy is the measure of probability. Proba-
bility is closely related with uncertainty, 

which plays the crucial role for the arising any 
legal collision or litigation as any legal norm 
is undefined (open) in view of its highly vir-
tualized nature and concrete circumstances ig-
noring. We always can include the disputable 
situation in a wider or narrower context that is 
not taken into account by the applied legal 
norm. 
Consequently, uncertainty overcoming is the 
key element for not only the development of 
personal and society order and stability 
(Holmes, 2016), but also for the efficient law 
enforcement. 
The instrument for the uncertainty overcom-
ing is meaning, taking however in the ac-
count, that an optimal level of uncertainty is 
the precondition for any development and life 
as phenomenon. This optimal uncertainty is 
the Goldilocks zone for any levels of virtual-
ization from astronomy to society (including 
legislative system) and psychology.  
Meaning extracting has been a human prerog-
ative for a very long time. However last year 
the universal concept of meaning (or semantic 
information) was presented by Artemy 
Kolchinsky and David Wolpert (2018). It 
works for any systems from physical to social 
and psychological. 
Meanings is the fundamental tool (or means) 
for the transition from one level of virtualiza-
tion to another and maintenances the integrity 
of system (or Universe) as the wholeness. 
Semantically meaning derives from Latin me-
dianus in the middle, central as a none and 
from Old High German meinen to have in 
mind, Old Church Slavonic měniti to mention 
as a verb (Merriam-Webster Dictionary, 
2019). It also explains very well why the 
meaning is the driving force or the Pole Star 
in the concept “compass instead of map”, de-
veloped as the trends of the modern science 
(Ito & Howe, 2016). 
The fundamental search in looking for mean-
ing has primary concentrated around the liv-
ing and non-living categories from very an-
cient times, and the modernity (with its singu-
larity phobia or mania) is not an exception. 
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Results/implications.	
 
The mentioned energy-information exchange 
features encourages the basic legal paradigm 
rethinking including such initial concepts as 
principle, subjects, objects, forms and tools 
(sources) of regulatory environment. This re-
vision is necessary for constituting basis for 
an efficient and ethics Web regulation.  
 
I.	Principles	of	regulatory	approach.		
 
We propose four key meta-principles take 
into account in digital sphere regulation. 
 
1) Any actor of regulatory initiative should 
exercise humility and deliberateness in reg-
ulation in view of understanding of relative-
ness of human knowledge grounded on the 
freedom on interpretation.  
 
2) The freedom of interpretation means that 
any individual and collective consciousness 
(including legislature) partly randomly and 
freely divides the energy-information ex-
change flow into fragments called objects and 
subjects for the further regulation. Of course, 
in some measure this dividing is caused by the 
efficiency considerations in view of the actual 
purposes dominating in society. For instance, 
personal data was separated as an independent 
fragment of energy-information exchange and 
object of legislative regulation only after 
these data became irrespective of the medium, 
momentary expanded and easily converted 
into monetary active. However, many cases 
need value judgment, whether the concrete 
data set may be considered as the personal 
data. In fact, a widespread name and surname 
may be qualified by the court as non-identifi-
cation data, but a set of cookies together with 
information concerning a specific physical lo-
cation will be recognized as the personal data.  
When changes in society and natural environ-
ment happen slowly, the changes of borders 
of the fragment of the energy-information ex-
change flow (hereinafter called EI flow frag-
ment) may evolve very softly. However, con-
trolled fast (or, using the popular term, agile) 

and multiplied transformations of these bor-
ders become critically necessary in the situa-
tion of sharp environment fluctuations, which 
is typical for our times. Awakening (including 
the corresponding scientific concepts devel-
opment) is the very first step in this direction. 
 
3) Each EI flow fragments (including any le-
gal concept or norm) is forming around the 
actual meaning, which plays role of a nucleus 
of this EI flow piece and often is immanent 
and unconscious. This meaning nucleus has 
three characteristics: 
• It is injected by the carrier of the psyche 

voluntary; 
• It exists in the limited scaling (space, time, 

level of virtualization) in view of the cur-
rent situation, purposes and resources of 
the agent; 

• As a rule, it may be understood in full only 
from another level of virtualization.  

Big data, artificial intelligence and other mod-
ern high technological tools give us the feed-
back and help to understand not only the key 
meaning, lying in the basic of each legal con-
cept, but also the direction of its evolution. 
Taking away the feeling of firmness of the 
basic legal categories on one level of virtual-
ization, the mentioned tools gift terminology 
awareness of the next level of virtualization.  
By other words, the borders of EI flow frag-
ments are more natural (inherent) if they take 
into account the wider and narrower perspec-
tives for each subject and object in space and 
time. 
Thus, criteria for differentiation and merging 
of EI flow fragments are caused by the current 
operational practice and, vice versa, the 
formed tradition of EI flow fragments divid-
ing and their systems constitution fix their 
borders. However, even the modern civil law 
distinguishes the objects defined by the indi-
vidual feature and by the inherent characteris-
tics only (for instance, money, oil etc.). Per-
haps, it is the best illustration of the voluntary 
approach to the dividing of EI flow into frag-
ments into the subjects of the legal regulation. 
 
4) The principles of law together with ethics 
categories are the concepts of the next levels 
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of virtualization comparing with the applied 
legislative norms, thus, include set of mean-
ings, which plays role of the orienteers for 
thinking and solution design concerning di-
viding EI flow fragments and their interaction 
regulating. 
At the same time, the meanings emphasize 
relativeness of the term “fairness” (and any 
other ethics concepts) and necessity of multi-
factor approach to analyzing four key ele-
ments of any legal relationship: subject (ac-
tors), objects, legal norm and regulatory au-
thority. Each of them is a node of the energy-
information flow with changeable borders in 
space, time, accessible levels of virtualization 
and capacity to create meanings.  
This also explain why the current situation re-
quires an extraordinary velocity and flexibil-
ity in permanent movement between levels of 
virtualization of the legal policy makers and 
executors of law.   
 
II.	Subjects	of	law	relations.		
 
Borders create a shape. Information and en-
ergy interaction (inner and outer) also create a 
shape. It is true for two key elements of any 
legal relations: a subject and an object. 
 The modern law accustoms to recog-
nize human beings, some groups of people of 
the different scale (legal entities, nations) and 
very seldom some animals as the right-hold-
ers. This scope has no solid borders and is 
changeable in time as each carrier of the psy-
che is a semi-independent node in the energy-
information exchange impacted by three fac-
tors:  
• Strength of the psyche as a generalized 

characteristic;  
• Different levels of uncertainty of the actual 

energy-information exchange system;   
• Consequently, a free will that is the result 

of interaction between of an uncertainty 
degree of the environment (inner and 
outer) and an actor’s ability to make and 
implement decisions in the current situa-
tion through reality transformation (or to 
collapse wave in terms of the quantum 
physics).  

As we see above, psyche has four key fea-
tures:  
a) integrality (gravitation),  
b) meaning generation (conceptualization),  
c) creativity (freedom of interpretation),  
d) movement between levels of virtualiza-

tion.  
These features define the strength of the psy-
che, which is a starting point in recognizing a 
subject of the right and the basis for the free 
will and further thinking design of any kind of 
reality (including personal, physical, legal, 
economic, political etc.).  
The free will relates very closely with legal 
concept of guilty that is the basis for the pos-
sible responsibility. It is common knowledge 
that guilty is grounded on two psychological 
elements: consciousness (whether person is or 
should be aware on consequences) and atti-
tudes (or wishes) toward such consequences. 
In short, for the criminal law doctrine (at least 
in Ukraine) formulas are following: 
• Understanding + wish of the negative con-

sequences = a direct intent. 
• Understanding + conceding, hence no wish 

of the negative consequences = an eventual 
recklessness.   

• Understanding + conceding, hence attempt 
to avoid the negative consequences = an 
overconfidence as a form of negligence. 

• No understanding + ought to foresee = a 
negligence performance of duty or a heed-
lessness. 

Thus, a gift of thinking rests responsibility on 
gifted subject.  
The traditional doctrine makes accent on the 
rational components of behavior and deci-
sion-making, when information dominates. It 
is true not for the jurisprudence only. For in-
stance, politics and economics make the same 
mistake. However, the modern results of elec-
tion in many countries (USA, Italy, Ukraine 
etc.) (Ermann, 2019) emphasize the role of the 
emotional side, for which energy is dominat-
ing. The same, these issues are taking central 
stage in the tremendous upgrowth of the be-
havioral economy that is proved by the recent 
Nobel prizes to Daniel Kahneman (in 2002) 
and Richard Thaler for nudge theory (in 
2017). 
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In the end of XX century Antonio Damasio 
(2010) submitted the experimental arguments 
that human decision-making is not possible 
without emotions, especially in uncertainty 
situation on the score of lack, surplus or inco-
herence of information. As the mentioned 
traits are inherent to almost each situation in 
our life, little wonder that in accordance the 
Daniel Kahneman (2011) people make only 
10% of rational decision.   
Thus, emotions and feeling may be consid-
ered as the specific form of energy-infor-
mation flow proceeding in situation when en-
ergy prevails over information (or the tools to 
overcome an outer uncertainty by the inner 
uncertainty according to the third law of dia-
lectics of the negation of the negation).  
Another dimension is related to individual 
and collective consciousness. Western sci-
ence recognized the collective subjects as the 
carrier of the specific type of psyche in XIX 
century only. Later Karl Gustav Jung devel-
oped the concept of the collective uncon-
sciousness. However, the term of collective 
consciousness appears in XXI (Sloman & 
Fernbach, 2018) and today this direction is 
developed, among others, in context of so 
named liquid brain, namely social cognitive 
networks processing information (Sole´, Mo-
ses & Forrest, 2019).  
All mentioned concepts (the free will, the role 
of emotions, the collective consciousness) 
give the key to understanding evolution of 
subjectivity in law: from citizens who were 
free men in Ancient Greek and famous “I am 
the state” by Louis XIV to the equal human 
rights, nations subjectivity, rights of animals 
(Justia US Law, 2018), plants and other living 
beings (Federal Ethics Committee on Non-
Human Biotechnology ECNH, 2019). The 
current trend is movement to widening of the 
circle of subjects of the right and to non-dis-
crimination independently on new criteria, in-
cluding: 
• scale in space and time (for instance, 

many-thousand spontaneous group voting 
for some petition are recognized as an ad 
hoc subject of a legislative initiative in 
some countries); 

• cephalization degree (human, animas, 
plants, other living beings); 

• life form (biological, silicone or combine).  
Ultimately, fractality (or holographic nature 
of Universe) works in directions of macro- 
and microscaling for very different levels of 
virtualization.   
Thus, the next step is a discussion on the legal 
subjectivity of artificial intelligence (Burri, 
2018; European Commission, 2018), which 
requires synergetic of technical (like built-in 
function of empathy and ethics function 
(Banerjee, 2018), psychological and legal so-
lutions.   
The described essential features of the psyche 
gives an efficient approach to the problem of 
subjectivity in law (including for artificial in-
telligence, animals etc.). Namely for recog-
nizing a system provided with artificial intel-
ligence as a separate subject of law it should 
be proved that this certain artificial intelli-
gence has an autonomous meaning-making 
core, which includes not the cognitive aspects 
only, but also: 
• ethical attitudes (at least on the level of 

Asimov’s three laws of robotics, which are 
legitimates in EU (European Parliament, 
2017);  

• empathy function (Banerjee, 2018);   
• high degree of existent intelligence, 

namely understanding meaning of life (in 
its different forms), what is crucial from 
our point of view for the legal subjectivity.    

Moreover, as the first the stage it would be 
reasonable to grant a status of special danger-
ous to systems provided with artificial intelli-
gence. 
Concerning to the Web regulation develop-
ment, the described approach may be fruitful 
in defining the subjects of legal relations aris-
ing from their online role and interactions. 
Such definition should take into account three 
characteristic of energy and informational 
flow operated by the corresponding person or 
entity (by service provider, blogger, network, 
group, and so on):  
• Intension of flow (including selectivity of 

information, energy, target audience); 
• Stability in time and space (rhythm, regu-

larity, scale, geography, etc.); 
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• Level of transformation of energy and in-
formation separately and their mutual con-
version (for instance, when emotionally 
neutral news are transformed mainly into 
negative emotion-laden headlines of tab-
loid press).  

For this purpose, the characteristic of incom-
ing energy and information should be com-
pared with the same for outgoing energy-in-
formational flow. Nodes of tension are the 
signal to revise if the corresponding subject 
may or should be classified as an independent 
agent of relationship with corresponding legal 
obligations and liability.  
 
III.	Objects	of	law	relations.	
 
In view of the proposed approach, the main 
question is if the pure energy and pure infor-
mation may be a subject of law relation. As a 
rule, they are very rare recognized in this ca-
pacity, despite of common usage in very dif-
ferent contexts. For instance, EU legislation 
on energy strategy operate with term “energy” 
without defining it. Concerning to infor-
mation, David Harvey notes: “But perhaps to 
revisit the whole issue of information as prop-
erty because there is no doubt that information 
in and out itself has value” (Harvey, 2017). 
For instance, the Civil Code of Ukraine con-
tains the article 200 (included, however, into 
chapter “Non-material benefits”), which since 
2011 defines information as “any facts and/or 
data, which may be saved on the physical stor-
age media or displayed in electronic form” 
(Verkhovna Rada of Ukraine, 2003). 
Moreover, we should rethink the legal (or 
ownership) status of not information only, but 
also data (commonly protected by the intel-
lectual property legislation in form of data-
base that gets the same status like a work of 
literature), knowledge and understanding. As 
the two last phenomena are inherent to the hu-
man beings, it explain why the human capital 
(or human resources) becomes the major asset 
of the modern economics. 
Thus, for a thousand years, the legislation has 
been preferred to recognize the “solid” EI 
flow fragments as the objects of law, which 
have a separated and constant shape. For that 

reason, we are almost in the starting point in 
recognition of energy and information as in-
dependent objects of legal relationship.  
 Nevertheless, property as a concept of exclu-
sively possession even in “real” non-virtual 
word is limited in space, time and the certain 
levels of virtualization. Thus, nobody may 
control each subatomic particle and chemical 
process within oil barrel (limits in space); 
owner’s and oil existence is limited in time; 
oil makes a sense only within a social system 
with high technological development, which 
let transform this oil into other form of energy 
or goods (limits in levels of virtualization and 
meaning-generation).   
Moreover, the explosive development of the 
intangible assets (e.g. goodwill, intellectual 
property, data protection, reputation, crypto-
currency, virtual property in virtual worlds 
etc.) and rethinking of economical substance 
of money as the voluntarily emitted commit-
ment (monetary IOW – “I owe you”) (Wray, 
2016) emphasize that even money break free 
of the role of the universal equivalence. This 
leads us to the necessity of the definition of 
information and energy as the universal cate-
gories and basic legal concepts. 
In this context, the approach of information 
technologies (namely, object-oriented pro-
gramming) may be fruitful, as it admits to sep-
arate almost voluntary EI flow into entities 
(beings) with certain attributes (which may be 
united into domains) and describe the rela-
tionships of this entities. Correspondingly, it 
may became a ground for transformation of 
legal frameworks in dealing with such ob-
jects, including invention of new more effi-
cient economical and legal operating models 
like Uber-phenomena or a legal regime of ac-
cess to streaming services.  
 
IV.	Legislative	environment.	
 
One of the central task of any regulation is 
keeping of the correct energy-information ex-
change processes and energy-information bal-
ance. It is true not for the regulation inside any 
alive organism only, but for the society as 
well, including legislation. The cumulative 
brake of energy-information balance may in 
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general causes very unpleasant or unpredicta-
ble phenomena like two world wars in XX 
century or the abovementioned election re-
sults in modern USA, Italy and Ukraine. Then 
the prime accent in the collective conscious-
ness was made on the energy (especially in 
form of “brainwashing” propaganda), but the 
correct and safety ways of energy manage-
ment by informational means with accent on 
the meanings and energy-information hygiene 
skills forming were ignored (by the word, the 
global obesity epidemic has the same roots). 
We suppose that in process of social norms 
(including legislative regulation) developing, 
it is critically important to understand four 
key issues: 
 
1) As a rule, in any social relation the energy 
(that manifests in form of needs, motives, 
emotions, etc.) is primary and very expansive. 
Thus, information (including in form of legal 
provisions as the tool of the certain level of 
virtualization) is a mean for management of 
this energy in safety way. Consequently, a 
law-governed state is one of the most efficient 
EI exchange managing state form among 
known by the humanity.  
 
2) Any energy development and accumula-
tion requires additional information to avoid 
chaos and keep order (for instance, rules for 
nuclear energy or global warming), and vice 
versa: any data collection means parallel en-
ergy accumulation that should be managed in 
safety way. In course of history, we can ob-
serve the expanding volume both of energy 
and of information operated by the humanity. 
This increase has an undulant profile. Natu-
rally, that it leads, among other social phe-
nomena, to the development (including com-
plicating, detailing and diversification) of the 
legislation. 
 
3) Any normative regulation should keep the 
correct balance in EI exchange, including in-
coming from non-human environment energy 
and information (for example, nuclear en-
ergy). It is especially important in the above-

mentioned situation of parallel energy and in-
formation increase that is very typically for 
our days. 
 
4) Any efficient legal norm should appeal 
both to energy (motivation and feelings, 
which are the highest form of energy and in-
formation proceeding with energy domina-
tion) and to information (thinking process 
with information domination) aspects of any 
subjects of rights. However, the nutshell of 
any legal norm is meanings (distilled from 
ethics, religions and philosophy), which help 
to keep the ideal proportion between energy 
and information in space and time despite of 
changeable outer and inner environments. 
The evolution of law enforcement practice de-
spite of legislation stability confirms this and 
is especially obvious in civil relationships 
where the civil codes are rarely changed. By 
other words, any regulation is a priory dead 
without meaning that are resonating to the 
collective consciousness. 
The classical ethics system (applying to of-
fline human relations) has developed evolu-
tionary and, consequently, in general meets 
the specified conditions. However, the expan-
sive or even crucial flow of incoming energy 
and information (including data generated by 
technical means) requires changing the speed 
of ethics norm development to prevent the 
chaos and disintegration of the humankind as 
the whole and each personality, who is under 
the threat of erosion by the mentioned increas-
ing EI flow. 
 
V.	Tools	and	sources	of	the	legal		
regulation	
 
The made analysis demonstrates that the tra-
ditional regulation by highly centralized and 
sanctioned by the only state legislator means 
are impossible in the circumstances of the 
stormy energy-information flow as it touches 
everyone on any level of virtualization.  
However, as we have seen above, any disor-
dered systems exceeding some scale might 
not stand against the ordering system of the 
bigger scale. Moreover, the big systems are 
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predisposed to self-organization. For in-
stance, the modern economics discovered the 
corresponding mechanics named crowdsourc-
ing (or crowdfunding). 
Notwithstanding this mechanics is not some-
thing new for the jurisprudence, which recog-
nizes the customs (these crowdsourced social 
norms) as a source of law since ancient times 
both on the local and international levels. Of 
course, with development and complicating 
of EI flow customs also are transforming, but 
they adhere their crucial role for all sphere, in-
cluding the Internet regulation (Polanski, 
2007).   
The modern customs takes in different forms 
and we would like to mention four most pop-
ular legal approaches that have the common 
main idea of multi-sources synchronization 
and accelerated customs forming: 
• Soft law (Marchant, 2019); 
• Multi-stakeholder consensus-based model, 

especially for supranational regulation 
(Harvey, 2017); 

• Wiki-approach (Noveck, 2010), mainly 
based on the wisdom of polarized crowds 
(Shi, Teplitskiy, Duede, & Evans, 2019); 

• Algorithms created with usage of big data 
analysis and artificial intelligence, for in-
stance, to avoid IP rights infringement or 
harmful content dissemination. As David 
Harvey (Harvey, 2017) emphasizes many 
times, we create tools, they create us.  

We would like to pay attention to three rea-
sons why the crowdsourcing approach is very 
perspective for the ethics Web regulation.   
 
1) Customs take all advantages of potential of 
liquid brain and flexible social structure 
(Sole´, Moses, & Forrest, 2018), basing on 
modular structures (Hsu, 2017) that are form-
ing ad hoc easily and rapidly in response to 
the specific challenge in concrete point of EI 
flow. All participators play role of different 
layers of neurons in this process, as it happens 
in our brain with data processing in primary, 
secondary and so on cortex. The modern tech-
nologies admit to assimilate the most efficient 
solutions and spread them up to global scale.  
 

2) From informational point of view, the cor-
rect decrease of information pressure (or fil-
tration of EI flow on the actual level of virtu-
alization) embodied into regulatory norms 
very often leads to more accuracy decisions 
(Hsu, 2017). Thus, both ethics and legal 
norms fulfill this important function of collec-
tive memory aimed to future efficiency simi-
lar to the individual memory, which is the art 
to forget or exclude odd EI flow from the cur-
rent level of virtualization (Kao & Couzin, 
2019). 
 
3) The energy-dominated side, representing 
by feelings, emotions and motives, appear in 
crowdsourcing regulation through feel of con-
trol under the EI flow, belonging to the pro-
cess of regulation together with others that 
helps to decrease anxiety caused by the situa-
tions of uncertainty. Moreover, the norms de-
veloped as the result of conscious collective 
consensus are mostly self-enforced and, con-
sequently, require fewer resources to keep or-
der. Thus, ethics (together with science and 
religion) as the sources of meanings of the 
next level of virtualization will serve as the 
compass (used instead of the map (Ito & 
Howe, 2016) in our troublesome but inspiring 
travel together with EI flow between different 
levels of virtualization, taking on the shape of 
Web space in the current history moment.  
 
Research	limitations/implications	
 
This is conceptual paper, thus hundreds of ap-
plied aspects related with legal subjectivity, 
objects of rights, legislative environment, 
tools and sources of legislation were voluntar-
ily ignored. Limitations of the study are also 
caused by the variability of any energy-infor-
mation system borders that creates the chal-
lenges for the regulation. Any legal norm is 
ethics within certain limited system only. 
Many of them become unethical if borders are 
wider. Thus, gender balance issues arose 
when social estimation included a wider con-
text of women’s rights and gender equality. 
Perhaps, in nearest decennium we will protect 
the plant rights as we are asserting animal 
rights today 
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The purpose was to offer a synthetic approach 
on the intercrossing of law, psychology and 
informational technology that should filtrate 
energy-informational exchange flow in effi-
cient way. Thus, the advantage of research is 
that it was realized systematically and laconi-
cally. It may serve as a starting point to re-
thinking of the basic legal construct for the ef-
ficient legal regulation development, includ-
ing the conscious choice of the appropriate 
borders of the certain energy-information 
flow fragments for the ethics regulation bas-
ing on the fundamental freedoms of meaning 
generation by individual and collective con-
sciousness. 

Practical/social	implications 
This interdisciplinary approach summarizes 
and develops ideas in different fields, includ-
ing psychology, law, physics and information 
theory, and may be useful for the social sci-
ences development, including psychology 
and jurisprudence.	
 
Originality/value.	
 
The energy-information exchange approach 
taking into account levels of virtualization are 
efficient instrument for understanding of the 
nature and development of the ethics Web 
regulation for different agents and subjects: 
from the customs of the small charts, on-line 
communities or bots to national and suprana-
tional regulation including internet of things, 
blockchain and artificial intelligence. 
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